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ABSTRACT

Internet of Things (IoT) is an advanced computing network
where all physical objects are connected to the internet. All
these objects are able to communicate and interact with each
other using many technologies such as radio-frequency
identification (RFID) technology, wireless technologies and
other sensors technologies. Security concept is the main
concern to ensure the sustainable development in 10T and to
achieve confidentiality, Integrity, Awvailability (CIA) and
Privacy. Blockchain (BC) is a technology based on the
concept of trust and security that is the base of in the
cryptocurrency such as Bitcoin and Ethereum. BC has three
main pillars of transparency, immutability and distributed DB.
Nowadays, Blockchain is paving the way to provide security
and privacy in peer-to-peer networks with similar topologies
to 10T. This paper proposes an integrated framework for
implementing 10T with blockchain technology to guarantee
high level of security and validation process based on the
integration between consensus algorithms of blockchain
(PBFT and Tangle). In addition, this paper proposes a
direction algorithm to direct 10T transactions to appropriate
BC algorithm to be validated by PBFT or Tangle. The
propose framework ensure security, scalability and high
performance by optimizing the data transmission overhead
and enhancing the validation process by using the propose
direction algorithm with reducing both of the resource
utilization and the latency time. The conducted experimental
results for the propose framework state that the latency time is
reduced by 50% than using each consensus BC algorithm
separately and mitigate the apprehensive from Sybil attack
because of the load balance between consensus algorithms
and the dynamic of validation.
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1. INTRODUCTION

10T represents the next technological evolution of the Internet
by upgrading the ability to gather, analyze, and distribute data
to get new information and knowledge such as smart home,
smart cities,,, etc. By 2025, according to IDC, it is expected
to have about 41.6 billion connected devices producing 79.4
zettabytes (ZB) of data [1]. 10T is one of the main subjects
related to artificial intelligent and is not defined as a new
technology in itself but it is as a new effective model and
approach that includes all wireless communication
technologies and its concepts such as wireless sensor
networks, mobile networks, and actuators [2] [3].

There is a great impact of 10T on the current and future life
while changing many aspects by transforming many

Hanan Fahmy
Faculty of Computers and Atrtificial
Intelligence
Helwan University, Cairo, Egypt

Menna Mamdouh
Faculty of Computers and Atrtificial
Intelligence
Helwan University, Cairo, Egypt

enterprises into digital businesses and going through new
business models for improving efficiency , effectiveness, and
increasing employee and customer engagement[4]. One of the
most important roles of 10T is that it enables the concept of
Smart city; Barcelona is the example of a city that started to
become a smart city in 2012[6]. 10T projects are main pillars
to improve distribution of the world’s resources to those who
need them most, and help to understand the planet and help
people to be more proactive and less reactive [5][7].Security
is a high priority in 10T to get maximum advantage from loT
systems and keep on sustainable development with successful,
useful and secured systems. Due to the centralized
architecture of 10T systems so 10T systems are vulnerable and
are exposed to attacks and single point of failure [21].

Blockchain is a new technology that is the behind concept to
digital currencies. It has begun as the technology that has
many characteristics to solve different issues in 10T network
devices. Some of these characteristics such as
decentralization, persistency, anonymity, security, scalability,
resilient backend, high Efficiency and transparency [8].Each
feature of blockchain can fit to solve 10T issues such as data
integrity and privacy, single point of failure, access control
and preventing illegal use of personal data [8][9].Blockchain
keeps a distributed database of records that solve the issue of
single point of failure. Consensus algorithms are the core of
Blockchain to ensure the security of the BC network where
some of them are applicable to 10T and others only effective
on financial transactions and digital currencies[9][10][11].

2. BACKGROUND
2.1 Internet of Things

10T is an umbrella term that includes multiple different
categories and technologies such as : Wireless sensor/actuator
networks, Low power embedded systems, RFID, devices that
connect via Bluetooth-enabled mobile phones to the Internet,
Smart homes, connected cars,...etc.[2].It is important to
understand the loT security architecture. In general, as shown
in figure 1, the loT structure is divided into three layers. The
perception layer consists of wireless and data sensors
technologies such as RFID. The network layer is responsible
for transmitting the received data from the perception layer to
processing systems through various network technologies,
such as wireless and wired networks. The application layer
uses the processed data within application to get actual useful
function [14].
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Figure 1: 10T Layer Architecture [14]

The main requirement in all 10T applications is security to
keep the data traffic in each application secure and save it
from any malicious use or attack [5] [19].

2.1.1 Security Issues in loT

IoT security becomes the main issue and concern to get
successful and secured system with concept of CIA. There are
many security issued in each layer of 10T architecture. Most
of 10T devices haven't powerful protection level at their
software and infrastructure so the current studies in 10T focus
on security aspect. The 2016 loT Backbone Survey by Gartner
found that 32 % of IT leaders perceive the security as a top
barrier to 10T progress. Understanding how to balance the
promise of loT-connected devices with potential security
challenges will continue to be a megatrend in the next years
[24].There are three categories of risks in 10T; Firstly, risks
that are inherent in any Internet system but that product/loT
designers may not be aware of them. Secondly, specific risks
those are unique to loT devices due to lack of security
standards. Third, Safety to ensure no harm is caused by the
misuse, for instance, misusing actuators. Internet connection
as the most risky aspect of 10T devices due to the constraints
of consumer power and security[12] [13].There are some of
security issues that cause attacks Such as default and weak
credentials, difficult to update firmware and OS, lack of
vendor support for repairing vulnerabilities, vulnerable web
interfaces that cause SQL injection and XSS, Coding errors
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that cause buffer overflow, Clear text protocols and
unnecessary open ports, DoS / DDoS, Physical theft and
tampering, attacks on authentication, network availability
,attacks through used  technologies like RFID[22].10T
systems have security issues depending on the concept of
client-server applications so blockchain is considered as an
effective solution for 10T security issues as it is based on the
concept of peer-to-peer distributed network with hashing
cryptography and consensus algorithms.

2.2 Blockchain

At the beginning, Blockchain technology is known as main
concept of digital currencies developed and defined by person
or group known by anonymity Satoshi Nakamotoand. Bitcoin
is introduced as first implementation to BC[23].Blockchain is
a chain of many blocks each block contain data which are
cryptography with hashing function algorithms that is
irreversible process. Each block has cryptographic hash that
has data about sender, receiver, transaction data and
timestamp. According to Gartner, Blockchain is one of top ten
trends in data and analytics for 2020 [36].There is an
evolution for blockchain and blockchain generation as shown
in figure 2. Blockchain started with blockchainl.0 that was
just used as digital currency Bitcoin, it was called as internet
of money and use Proof of work as consensus algorithm and
the average transaction rate is 6 tps. Blockchain 2.0 started
with the developing smart contract and Ethereum platform
that is programmable by solidity and moving to use proof of
stack consensus algorithm and the average transaction rate is
14 tps. In Blockchain 3.0, Blockchain is moving towards
decentralized applications and the average transaction rate is
raised up to 100Ktps. Then, Blockchain 4.0 become more
adaptable in industry requirements by using different
consensus algorithms and the average transaction rate
increased up to 1M tps [25][26].

Blockchain4.0

= blockchain inindustry

= Decentralized
Application|DAapp)

= Use Different Consensus
algorithms suchasPBFT,
POET, Tangle

- ~1MTPS

« Decentralized
Application(DApp)

* Use Delegated Proof
of stake (DPoS)

= 1000-10K-100FTPS

Blockchain3.0

Figure 2: Blockchain Development Stages

Blockchain is a distributed system that is trust, secure,
autonomous and anonymous. BC solve the main issues in
centralized system that are central point of failure ,easy to
attack and each node in the system doesn’t know each other
or connect with others[15][16].There are two types of
classification to Blockchain firstly, classification based on
access to data, three types of blockchain: public BC mostly
known with digital currencies such as Bitcoin and Ethereum
but allowed to use in general system depend on system
requirements, private BC that is specific internal network with
specific permission and consortium BC that is combination
between public and private BC. Second type of classification
based on the processing of the transactions: permissionless

BC that doesn’t have any restrictions for users to create block
of transaction and permissioned BC that has predefined list of
user with permission to do specific transaction [17].

2.2.1 Consensus Algorithms in Blockchain

The key mechanism for proper functioning in blockchain is
called consensus mechanism to determine the conditions to
proper blocks in BC, there are many types of consensus
mechanism but the most known ones are POW (Proof Of
Work) that depends on the power of processing, POS (Proof
Of Stack) that depends on the reputation of entity with high
participation, DPOS (Delegated Proof Of Stack ) like POS
mechanism but with selected delegates , and POA (proof Of
Authority) that depends on the value of identities that relies on
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a limited number of block validators, PBFT depends on the
voting process to add the new block , Tangle that depend on
the directed acyclic Graph (DAG),Blocks and transactions are
verified by pre-approved participants and mostly used in
private BC[16][17] . The most important and famous field that
apply blockchain is logistics field that by default depend on
10T devices for deployment.

3. STATE OF ART

There are many studies and researches on Internet of Things
security and securing 10T applications by using blockchain
technology. Here are some of these studies, there visions and
issues to be able to get suitable securing loT systems within
using blockchain. In [27], authors proposed smart city security
framework layers and mention to using Ethereum without
mention the useful algorithms in this case. As Ethereum
depend on PoS that not completely suitable for such loT
systems due to the monetary concepts of stakes. In [28],
authors proposed to use IP addresses of the devices in loT
system as a key to access data stored in blockchain but still
have the issue of IP address exploitation. In [29], authors
present different security technique for loT systems since
January 2016 and the importance of using blockchain in the
future and Focus on intrusion prevention and detection but
Facing a number of computations and the storage overhead in
different security techniques and how blockchain is paving the
way in securing loT systems. In [30], the authors present an
overview of blockchain architecture, consensus algorithms,
and applications in loT with the security and performance
issues, especially for large scale 10T scenarios. In [31],
authors presented the consensus protocols in blockchain. The
main challenges to get fully integrated blockchain and loT
system is non-availability to centric consensus protocol and
scalability issue. In [32], authors presented the adaption of
Blockchain to specific needs in loT systems, the need for
different technical requirements like energy efficiency,
scalability, throughput and latency to get effective system. In
[33][17], authors Presented a survey of using blockchain and
its consensus algorithms to securing loT system and the need
to enhance security, reliability and scalability in loT systems
using blockchain. In [35], authors presented a hybrid
blockchain architecture for loT where 10T devices form
subgroups which use Proof of Work consensus algorithms that
cause high latency and difficult to fit with limited storage
capacity for 10T devices .From all of these studies , can find
that applying blockchain to 10T require to adapt some of its
mechanisms,  especially  the  consensus  algorithms
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implementation and need more work to reach to effective
and suitable blockchain solution match the scale of large
number of devices and transactions in 10T systems and get
high performance.

4. The PROPOSED FREAMEWORK
FOR SECURING IOT SYSTEMS

WITHIN BLOCKCHAIN

loT depend on peer -to -peer topology but executed by
client-server model that relay on a single point of webserver
to control the entire network. All 10T devices transmit their
data to this central location, which often can be vulnerable
and easily compromised. Vulnerabilities on 10T system can be
summarized in shortage on security communication standards
and protocols, Confidentiality and privacy of data stored on
insecure 10T networks and Ineffective authentication and
authorization methodologies for devices in an loT system. For
example, attacker can get access to the central control system
of a connected power grid and cause a power outage. As loT
devices don't have enough security protocols to detect whether
the data that they receive is normal or has malicious data, they
are easy targets for security attacks. According to Gartner
[37], blockchain has the potential to transform business
models across all industries and one of these industries is 0T
and blockchain and 10T industry will take around from five to
ten years to reach the plateau of the industry. Using
Blockchain is effective way to secure loT systems .As
Blockchain works on the decentralized distributed ledger
system it is effective solution to eliminate the security gap in
loT system. According to the 10T system requirement and
domain, the best suitable blockchain option can be chosen to
fit the system requirements as shown in figure 3. Choosing
blockchain solution is based on the percentage need of
performance, scalability and reliability on loT system.
Consensus algorithms are the core and ground base of any
existing Blockchain and define how transactions are validated
to be stored with security level [17]. There are many
developed consensus algorithms to validate the transactions
also based on the access restriction or suitable type of
blockchain (private, public, and consortium) in order to reach
the performance-scalability-reliability according to the
particular needs of a certain domain. So for 10T systems, must
choose the most suitable consensus algorithms as there are
many consensus algorithms not compatible for loT systems
only suitable for financial transactions such as POW, POC,
LPOS and POA.
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Figure 3: Flowchart of selecting the suitable blockchain type for 10T systems

There are many researches show the concept behind each

consensus algorithms [17] [18] [19] [20].In these researches,

there are other consensus algorithms suitable for 10T system

and also each one has some constrains. After reviewing many

consensus algorithms, the proposed framework will depend on

PBFT and Tangle that depend on DAG. In the proposed
framework; transactions of 10T system pass through many
processes to be validated starting with direction algorithm
process to select the appropriate consensus algorithm then Sensor
validation process and confirmation process to be executed
and added in the network.

Direction

The architecture of the proposed framework that is described
in figure 4 can be divided into five components:

. 10T Sensors

Blockchain

Node

«  Smart Contract Smart Blockchain
+  Direction Sensor Contract Network

. Blockchain Network

Figure 4: The components of proposed framework

»  Blockchain Node
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1) 10T Sensors: the loT devices belonging to the according to the 10T system requirements, starting
wireless sensor network are limited in their from normal PC or laptop till huge servers. Each BC
computational power, memory. With unique node has the identifier address for smart contract in
identifiers with communication protocols that the blockchain network to be aware with all
support level of secure channels. 10T sensors instruction in the network or interact with the
generate a huge amount of transaction and data that validation process. All nodes are connected to each
need to be validated and coordinated. other that responsible for validate and store the valid

. transactions and information and contain a full co

2) A smart contract: smart contract can described as a . : by

. . L h of the history of blockchain
script that is stored on the blockchain with a unique
address and all operations and functions are defined The suggestion framework that is shown in figure 5, is
in it. Smart contract contains references to depending on integrating between PBFT and Tangle
transactions that are executed and cannot be deleted consensus on consortium blockchain to get more features with
from the system. high security, scalability and performance by depending on
. ) . . direction algorithm. Firstly, understanding the system
3) tl?}l_ock;:ham Nel'iwqu. The E.IOCkCE“n knﬁtv_vorlihlr; requirement then define each device on IoT system with
1S b_ramewobrl_ IS dcor_lsotr uérln K r?c. chain di a specific device id ‘DID’ where each normal device with
::on:hlnes public dar:h priva de (;C tﬁ all'g)fT_ccor tmg expected ‘Tn’ normal transaction per sec ‘TPS’ and based on
o the usagt:;e a‘?h € neei_ Obl Ii hai SYs emt predefined transactions per second n then the system will be
{glgullremen S , 1he gonsqr |ur2 locKe talr;l '3 m%s able to direct the transaction to right way to be validated by
1xe }} as Seml'pr'vﬁf _ al: f[tc’ controfle i y PBFT or Tangle .In Direction algorithm, as shown in figure
sEeu e T;’er kgrhogp. ¢ mli ruc 'gni. ord opera |or; 6, after users, sensors and connected devices generate new
septs IT ockehain network: are detined In- smar transactions ‘Ts’ that will be added in transaction data set
contract. ‘TDS’ by depending on device id ‘TDID’ then transaction

4) Direction Sensor: is responsible for direction phase checker “Tchecker” check DID in device data set ‘DDS” to get
to each transaction to be validated with appropriate Tn after that compare Tn with n, if Tn for specific device is
consensus algorithm either PBFT or Tangle that smaller than or equal n then validate the transaction TDID by
support the target of this framework to achieve high PBFT algorithm else validate TDID by tangle algorithm, and
level of security and performance and scalability. if Tn for any device become greater than n then update DDS

. . . . which help to get more secure and scalable network.

5) Blockchain Node: BC node is any kind of devices

10T Sensors Block chain validation Blockchain Nodes
Algorithms
1. se=nd DID to request Tn
_]
ﬂ Transactions Tehacker bDs Toint PRFT
= -
= s 2.reply with Tn e
= ——rr
e £ — e AR
L g T | B
_ﬂ + TDID1 — EE P — ¥
- T D2 E
ToIE3 CompareTn, N
@ T D4
Fan Sensor TCIDS E : Toing TEI‘I§|E
== ™ A
E E . A ¥ ’i L _.-
TDIDE _s % I :\: ‘_:\ (‘\: -
= od o T '.\-
Air Sensor Eg w——— 1_\T k'
Window N
Sensor
é_ Specify validation Direction
Direction Process Validation Process Confirmation Phase
Blockchain for 10T System

Figure 5: The proposed 10T Blockchain framework
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Direction Algorithm

Input: A set of IoT transactionsTs need to be validated where Tsare from
differentsensors and deviceson (Transactions DataSet) TDS where each device
has its identifier DID predefined on Device DataSet 'DDS’ and predefined Tn wil
validated based on expected ntransaction per sec ‘TPS onthe system

Output: A set of validated and confirmed transactionsVTs

. TDS +data setfor all transactionsfrom each device
. DDS « PredefinedTn for each device DID where

. If TDID £ DID where Tn<=n then

Validate TDID by PBFT Algorithm

Validate TDID by Tangle Algorithm
. EndIf
. IfDID transactions become = nthen

1
2
3
4
5. Else
B
7
2
9 Update DDS database

Figure 6: The proposed direction algorithm

5. EVALUATION AND
EXPERIMENTAL RESULT

There are many factors that measure the performance of the
framework such as security level, transaction rate where high
throughput is greater than 1000 TPS is most required in loT
systems, scalability and latency that is the time to between
placing a transaction, direct it to validation algorithm and to
be validated and low latency equal number of milliseconds.
According to the previous studies of other models,
frameworks and consensuses algorithms and focusing on
PBFT and Tangle (DAG) to reach to the propose framework,
figure 7 presents the expected evaluation of the performance
to the propose framework till get accurate data from more
experiments as future work.

W Secuirty
nalabiity
Thraughput

Blatengy

Modsl of PBFT Moddl of Tangle{DAG)  Propose Framewark

Figure 7: Evaluation of proposed framework compared to
PBFT and Tangle

The simulation using CASAS dataset which are smarthome-
based data sets [38]and using Netsim simulator and emulator
to evaluate the performance. The proposed framework based
on a consortium blockchain using the Hyperledger Fabric
which is a blockchain platform uses the PBFT algorithm as
consensus algorithm and using a private Tangle based on the
IOTA architecture. By using four server machines as
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validation nodes, each node has a two-core Intel Core i7
2.2GHz CPU with 16GB DRAM and 256GB SSD, with
operating system Ubuntu 16.04 as. And simulate other four
server machines as 10T devices with predefined expected TPS
for each one to deploy on them. Implement direction process
algorithm in the smart contract to work as gateway to each
transaction to be validated by PBFT or tangle. The evaluation
of the performance to the propose framework depend on the
metrics of latency, Scalability and security by generating and
sent number of transactions by the APIs provided by
Hyperledger Fabric and to test the latency and the scalability
of the system. As shown in figure 8,while the number of
sensors increase which mean increasing in the number of
transactions; the latency in the proposed framework the time
decrease while comparing using PBFT or Tangle only as the
load of validation is balanced between PBFT and tangle
depend on direction process and generated device for
transactions. Figure 9 show that the performance of scalability
as a result of number of transactions per second is better in the
proposed framework compared to each algorithm separately.

60
50
g 0 ==t==Proposed
é‘ 30 Framework
% 20 | ==@==Tangle
PBFT

[E
o
|

o

o O O O o o o
N N < n O O

number of sensors

Figure 8: Average of latency time for numbers of sensors

35
30
2
x 25
E 20 Proposed
2 Framework
cg» = == Tangle
E 10
57 ===PBFT
0
4 5 6 7
Number of Nodes

Figure 9: Scalability in each algorithm and proposed
framework

Security is the most required in any system especially by
using blockchain where the Sybil attack is the most
apprehensive but by this framework can mitigate this
apprehensive because of the load balance between consensus
algorithms and the dynamic of validation. Table 1 summarizes
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a comparative evaluation for each algorithm and proposed
framework.

Table 1: Comparative evaluation for each algorithm and
proposed framework

PBFT Tangle Proposed
Framework
Accessibility Private Public Consortium
Decentralization Medium Medium High
Scalability Low Medium High
Latency Medium Medium Low
Network . .
overhead High Medium Low
Storage . .
overhead High Medium Low
Mitigate
51% or
51% attack | 51% attack | Sybil attack
Security or Syhil or Sybhil due to
attack attack dynamic of
validation
process

6. CONCLUSION AND FUTURE WORK

Using Blockchain technology is an effective way to enhance
10T systems where there are a huge number of transitions and
data within resource constrains and low computational power
to keep the efficiency of the scalability, security and latency
in 10T systems. There are many types of blockchain where the
core in blockchain is consensus algorithms. This paper
presents method to how the selection of an appropriate BC
type based on system requirement. In additionally, proposes a
new framework for securing 10T systems using blockchain
algorithms based on the integration between consensus
algorithms of blockchain (PBFT and Tangle) by using the
propose direction algorithm to enhance the validation process.
The propose framework ensures a high level of performance
by enhancing security level, latency time and scalability. The
future work will aim to conduct more experiments to
investigate the impact and feasibility of this framework to get
security and scalability network in 10T systems.
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