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ABSTRACT 

Most of current research on channel-based key generation 

focused on a time division duplex (TDD) system as the 

channel reciprocity factor applied directly to the generation of 

a secret key. However, most of commercial cellular systems 

rely on a frequency division duplex (FDD) mode. In this 

paper, we study the utilization of the uplink and downlink of 

FDD systems for the generation of common secret key 

between two users in the presents of inactive eavesdropper. 

The clue of our work is to explore the fading gain of the 

wireless channel between two users to generate a symmetric 

key. We develop the upper bound of the generation rate for 

shared key of the suggested mechanism and give numerical 

examples to show the performance of our suggested approach. 

General Terms 

Information theoretical security. 
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1. INTRODUCTION 
Lately, the method of utilizing the wireless channel 

characteristics in establishing shared secret keys based on the 

reciprocal feature of wireless link has attracted more interest 

[1] - [9]. The characteristics of wireless channel used as a 

common random resource for users to generate a secret key. If 

the distance between the Eavesdropper and any user in the 

network in a few centimeters, made his observation, not 

correlated with the other users' channels, this is generally the 

condition in wireless communications [10]. Therefore, the 

secrecy of the generated keys is perfect with the guarantee of 

theoretical information due to the environment of the wireless 

communication scheme, unlike the cryptographic cases, which 

depend on security assuming the complexity of some 

mathematical problems [11]-[14]. 

Based on random and reciprocity features of fading channel, 

various secret key agreement approaches were suggested for 

wireless communication systems in TDD mode [15] -[17]. 

But, in the FDD situation, the using of two different channels 

simultaneously for transmitting and receiving leads to lose the 

advantage of a reciprocal feature of the channel used in key 

generation as in TDD case. Therefore, the characteristics of 

channel status information (CSI) used in [15]-[17] to create a 

shared key could not be used directly in FDD mode. Lately, a 

number of approaches have been established for FDD systems 

[18]-[20]. In [18], the authors suggested an approach to create 

a shared key using the angle and delay of the transmitted 

signals, which are supposed to hold the reciprocity in FDD 

systems. But, the characteristics used to generate a shared key, 

i.e. angle and delay of a path are difficult to be estimated, 

beside that the generated key rate resulted from their scheme 

is not sufficient to be used in the real world even with high 

transmitted power. In [19], the author suggested a pilot- based 

channel estimation approach in a feedback system to estimate 

a virtual channel gain, but the author did not calculate the rate 

of his suggested algorithm.  

In [20], the authors applied the Chinese remainder theorem on 

the angle of the path used for receiving signal to create a 

shared key between two nodes. 

In [21], a probing-based channel estimation scheme used to 

estimate CSI of channels between the parties and generate 

from its real and imaginary portions a secret shared key.  

According to [22], there are five stages to extract a secret key 

from the physical characteristics of a wireless channel 

between two parties: channel probing, randomness extraction, 

quantization, reconciliation and privacy application. The first 

stage responsibility is to estimate a common randomness 

source used for key generation; the other phases’ 

responsibility is to extract number of bits from the signal 

resulted in the first stage to be the shared secret key. Of 

course, each step adds an error coefficient in the key 

generation process. 

In the present paper, we focus only on the estimation of a 

common randomness source between two nodes and study the 

upper bound of the generated key rate resulted from this 

scheme.  

The rest of the paper is organized as follows. Section 2 

describes the wireless communication system model under 

investigation and provides the assumption necessary for our 

suggested scheme. We discuss the key generation for point-to-

point FDD system and derive its secret key rate in sections 3. 

Numerical results are presented in section 4; finally, 

concluding notes is given in section 5. 

2. SYSTEM MODEL 

Fig.1 shows the system model under consideration. We 

consider a FDD mode for a common wireless communication 

network. The authentic node Alice transmits messages to the 

authentic node Bob in the existence of an inactive 

eavesdropper Eve. We assume that, Eve recognizes how the 

authentic nodes communicate, and can estimate the channel 

characteristic associated with the other nodes. We also assume 

that, Eve is a passive attacker, i.e. receives only transmitted 

signals in the range and did not interfere the transmission 

between Alice and Bob. 
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Fig.1 System Model 

Alice and Bob would like to share a secret key without any 

information about it leakage to Eve. We assume that all the 

entities are full-duplex nodes. 

More precisely, if Alice transmits a signal    over a channel, 

Bob and Eve will receive 

                         

                         

in which     is the channel gain of the path between Alice 

and Bob,    is a zero mean Gaussian noise with variance    

at Bob,     is the fading coefficient from Alice to Eve, and 

   is the noise at Eve.     and    are both random variables 

and independent of each other. No channel gains in the system 

are known in a priori, but their distribution is known. Noise in 

all channels is independently and identically distributed. 

Similarly, when Bob transmits    , Alice and Eve receive 

  
                    

  
                   

in which     is the channel gain of the path between Bob and 

Alice,    is a zero mean Gaussian noise with variance    at 

Alice,     is the fading coefficient from Bob to Eve 

In this paper, we assume that all the entities can transmit and 

receive simultaneously between each other, i.e.,   
  and    are 

at the same time. Also, we consider that the fading coefficient 

of the wireless channel remains unchangeable for a duration 

 , after that it changes randomly to another independent 

value. We assume all the channel gain distribution is a normal 

Gaussian distribution. 

3. KEY GENERATION FOR POINT-TO-

POINT FDD SYSTEM 
Now, we are studying the idea of generating a shared secret 

key depending on physical layer features of wireless network 

in FDD mode. The following algorithm shows the suggested 

key generation scheme for point-to-point FDD 

communication mode. 

 

Fig. 2 Single Hop 

The system model for the suggested protocol is shown in fig. 

2, and the resource element of the scheme is shown in fig. 3. 

We split each fading period into two parts forward training 

allocation    and reverse training allocation   . 

 

 

 

 ←                         → 

   1) Bob transmits  . 2) Bob transmits   
 . 

   1) Alice transmits  . 2) Alice transmits   
 . 

 ←    → ←    → 

Fig. 3: Recourse Elements for single hop 

 

Algorithm: Key Generation for Point-to-Point FDD mode. 

Stage 1: Channel Estimation 

1) Alice transmits an identified signal   with transmitted 

power   over channel     using carrier frequency    to Bob. 

Bob receives   
 . Simultaneously, Bob transmits a known 

signal   with transmitted power   over channel    using 

carrier frequency    to Alice. Alice receives   
 . 

2) Alice transmits    
   with transmitted power   over channel 

   to Bob. Bob receives    from which it gets estimate       . 

Simultaneously, Bob transmits    
   with power   over channel 

   to Alice. Alice receives    from which it gets 

estimate       . 

Stage 2: Key Agreement 

Alice and Bob approve the sequence   as a shared key, using 

the correlated estimation pair                  

For channels    and    , after the forwarding channel 

estimation phase, Bob and Alice receive 

  
                  

  
                  

simultaneously. After that both of them feedback their 

received signals, after the reverse channel training phase, 

Alice and Bob receive 

       
     

                                               

       
     

                                                 

simultaneously. From these observations, Alice and Bob get 

the following estimates 

        
  

    
             

  

    
    

  

    
             

        
  

    
             

  

    
    

  

    
             

Note that, from [25], the product of two Gaussian random 

variables is also Gaussian. So that        is a zero mean 

Gaussian random variable with variance   
   

  
  
   

    
 

  

    
, 

and similarly        is a zero mean Gaussian random variable 

with variance   
   

  
  
   

    
 

  

    
.  

Assuming that Alice and Bob transmit signals with 

transmitted power   during the channel estimation phase, we 

have          and    
       

       . 

Based on the lemma of data processing in [23], it is easy to 

observe, the validation of the following Markovian 

relationship [1]: 
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which implies                          .  

Similarly, from the Markovian relationship 

                         

we have                          . 

As the result of lemma 3.1 in [1],                          , 

which indicates that        and        maintain the mutual 

information between    and   ; which can be used to compute 

the rate of a generated secret key between Alice and Bob. 

From                , one can evaluate the secret key rate from 

[24], as following 

    
 

 
                           

  

 
 

  
      

 
   

   
     

 

  
   

     
    

   
     

    
   

      
     

    
     

    
       

one can conclude rate of generated key is constrained by 

factor 
 

 
 , this is due to the changing of channel characteristics 

every   sequences times, i.e., the path gain between parties 

remain consists only for a block of   sequences times.  

To show the effect of the main variables and coefficients in 

(12) on the derived rate, we assume that the coherence time   

is equally divided over the forward and reverse training 

sequences    and   , respectively, and the channel gains 

variance of the two paths is same, i.e.,   
    

    
 .  

So, 

   
 

  
       

    
    

 
 
 
 

    
      

             
         

       

From (13), we conclude that the secret key rate is a function 

of the transmitted power P and the coherence period T. The 

secret key rate is directly proportional to the transmitted 

power P, i.e. as the transmitted power P increases, the secret 

key rate increases at an order of   
 

  
      . Conversely, as the 

fading, changes slowly, i.e. as T increases, the key rate 

decreases at an order of  
 

  
      , which tends to zero. Also, 

there is two coefficients channel gain variance   
  and noise 

variance   . 

4. NUMERICAL RESULTS 
In this section, we show the effect of the variables and the 

coefficients in (13) on the rate through a numerical 

illustration.  

 
Fig. 4. Comparison of key rates for different 

coherence periods 

 
Fig. 5. Comparison of key rates for different 

channel training allocation. 

 
Fig. 6. Comparison of key rates for different 

channel gain variances. 

 
Fig. 7. Comparison of key rates for different noise 

variances. 

 

All the figures show the rate of the generated secret key (key 

rate) in bits per channel use in the vertical coordinate vs the 

signal-to-noise ratio (SNR) in dB in the horizontal coordinate, 

corresponding to different values of the variables and the 

coefficients. 
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In figure 4, we examine the effect of coherence pariod on the 

rate with three different values. We assume the entire channel 

gains variances and noise variances to be 1. The figure shows 

that the increase in the coherence pariod decrease the 

generation rate of the secret key per channel use, for that we 

suggest to use this technique in the slow fading scenario. 

In figure 5, we examine the effect of the time allocation for 

the training process for the forward channel and the reverse 

channel on the rate with three different distributions. We 

assume the entire channel gains variances and noise variances 

to be 1. The figure shows that as the time allocation for 

forward channel training increase with respect to the part 

allocated for reverse channel training, the generation rate of 

the secret key per channel use increase. This result drive us 

for improving the rate of our suggested technique, and utilize 

it for a future work. 

In figure 6, we examine the effect of the channel gain 

variances of reverse and forward paths on the rate with three 

different values. We assume the entire channel gains 

variances are equal and the noise variances are equal to 1. The 

figure shows that as we increase the channel gain for the 

paths, the rate increase. This result is because the increase in 

the channel gain increases the randomness of the common 

observation between the nodes, which use as the source for 

the key generation. 

In figure 7, we examine the effect of the noise variances on 

the rate with three different values. We assume the entire 

channel gains variances are equal to 1. The figure shows that 

as the noise variance increase, the key rate per channel use 

decrease. This is due to the effect of the noise on the common 

observation of the users, which leads to decrease the signal to 

noise ratio of the common observation, which decrease the 

number of bits shared by two nodes. 

5. CONCLUSION 
We have suggested a new mechanism to establish a shared 

secret key for point-to-point communication in FDD systems. 

In the suggested scheme, we explore the common observation 

between nodes as a randomness source for a secret key 

generation between them. We derive the key generation rate 

for our suggested scheme and the numerical simulation 

showed that, we can improve the rate by increasing the 

training allocation for the forward channel with respect to the 

time allocation for the reverse channel for every coherence 

period. 
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